
 

 

 

WORKSHOPS AGENDA TOPICS 
 

 E-commerce and New Fraud Trends in The Aviation Sector 

o E-commerce and fraud cases from aviation sector 

o Economic volume of the cases 

o Prevention measures 

o Common senses of the criminals 

o How-to cooperate 

 

 New Phishing Trends in Banking Sector 

o Sample phishing cases 

o Economic volume of the cases 

o Prevention measures 

o Common behaviours of the criminals 

o How-to cooperate 

 

 On-line Illegal Betting 

o Economic volume of on-line illegal betting and damages to Turkey 

o New payment methods of the illegal betting websites 

o Major cases 

o Prevention measures 

o Common behaviours of the criminals 

o How-to cooperate 

 

 Safe Internet for Children 

o Harms of on-line child exploitation cases on children 

o Raising awareness to reduce the cases 

o Use of safe internet 

 

 Cybercrimes 

o Most common cybercrimes in Turkey 

o The importance of awareness in cybercrimes 

o Prevention measures 

o How-to cooperate 

 

 Panel with Access Providers 

o NAT IP analysis 

o How to gain IP user information 

o Troubles in gaining IP user information and solution offers 

 

 Panel with Hosting Provider 

o Hosting and domain registration process and registration information 

o Reseller, VPS, VDS processes 

o How to gain user information in a correct and quick way 
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 Crime and Social Media 

o Smuggling 

o Rallying Cries 

o Perception Management 

o Violence Against Animals 

o Violence and Defamation Against Refugees 

o Defamation Against Turkish Public and Turkish Flag 

o Defamation against Religious Values 

o Defamation Against Atatürk 

o Drug Encouraging Posts 

o Posts leading violence in sport events 

o Defamation and menace 

o Sexual exploitation and pornography 

o Right of privacy and privacy of communication 

o Fraud 

 

 Terrorist Organizations and Social Media 

o FETO/PDY 

o PKK and Left-Wing Extremist Groups 

o DEASH and Right-wing Extremist Groups 

 

 Legal Framework of Digital Forensic Processes in Turkey 

o Challenges in Investigations in The Context of Digital Forensic Workflow 

o Digital Forensic Staff 

o The Status of  The Digital Evidences 

o Court Expert Practices 

o The Lack of Legal Framework regarding Digital Evidence Procedure 

 

 Technical Aspects of Digital Forensic Processes in Turkey 

o Challenges in Password cracking and Cryptanalysis 

o Detection of Encrypted Messaging Apps 

o Developing National Digital Forensic Software 

o New Trends in Digital Forensic 

o Digital Evidence, How to Correlate and Analysis Big Data 
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